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ABSTRACT
This paper aims to evaluate the impact of consumer trust on continuance usage intention regard-
ing biometric authentication for digital payment in Ho Chi Minh City, employing an alternative
perspective that positions perceived risk as a mediator. Partial Least Squares Structural Equation
Modeling was used to analyze data gathered from 313 undergraduate students in the city through
personal contacts through a self-administered questionnaire distributed via Google Forms. The
findings reinforce previously published results indicating that consumer trust significantly influ-
ences the intention to continue using biometric authentication in digital payments. Notably, con-
sumer trust substantially impacts on perceived risk and encourages continued usage, contrasting
with the prevailing findings in extant studies. The rise in trust correlates with a heightened interest
in comprehending the associated dangers of biometrics. Gen Z raises a demand for risk disclo-
sure, implicitly highlighting that payment providers must prioritize and implement promptly. This
research contributes to the existing literature on e-commerce, particularly in the digital payment
context, by proposing an interactional model demonstrating the relationship between consumer
trust and continuance usage intention, with erceived risk serving as a mediating factor. This study
underscores the importance of policymakers and businesses strengthening consumer trust within
the digital payment landscape by developing and promoting stricter security regulations concern-
ing biometrics in online transactions. Accordingly, performance risk, time risk and security risks
emerge as critical components of perceived risk in evaluating the intention to continue using bio-
metric authentication in digital payments. Therefore, service providers, technicians, and manage-
ment must prioritize enhancing system performance to prevent disconnections, latency, or dimin-
ished responsiveness. Future research should aim to enlarge the sample size of diverse respondents
or incorporate additional factors, such as perceived benefits and customer loyalty, thereby provid-
ing a more thorough understanding of biometric authentication in online payments.
Keywords: Perceived risk, consumer trust, continuance usage intention, biometric authentication

INTRODUCTION1

Digitalization has profoundly impacted the global fi-2

nancial landscape, initiating a transition from cash3

payments to online paymentmethods 1. The rapid de-4

velopment regarding technology, particularly in the5

areas involving information and communication, has6

led to the increasing prevalence of cashless payment7

systems, including mobile wallets and Internet bank-8

ing1. In recent years, Vietnamhas experienced signif-9

icant economic transformation and digital revolution,10

with digital payment options becoming indispensable11

due to their convenience and efficiency 1. These inno-12

vations have been seamlessly integrated into numer-13

ous Vietnamese daily lives, providing an easy and se-14

cure way to conduct transactions. The Coronavirus15

pandemic has further accelerated the adoption of on- 16

line payment method1. In response to the afore- 17

mentioned circumstances, the Vietnamese govern- 18

ment, similar to various governments worldwide, has 19

imposed strict social distancing and lockdown mea- 20

sures to mitigate the virus’s spread, thereby discour- 21

aging cash usage incredibly1. It has shifted towards 22

digital payment methods as a safer alternative, en- 23

abling them to conduct transactions from the rela- 24

tively safe homes during the pandemic. Vietnam’s 25

adoption of cashless payment options has surged dur- 26

ing the pandemic’s peak, with citizens increasingly re- 27

lying on their digital banking platforms to navigate 28

the economies within society. E-commerce’s success 29

significantly depends upon consumers’ continuance 30

usage intention and confidence in secure online trans- 31

Cite this article : Minh H P G, Hoang S. Consumer trust’s impact towards continuance usage inten-
tion regarding biometric authentication for digital payment of gen Z and the mediating role of
perceived risk— Study in Ho Chi Minh City. Sci. Tech. Dev. J. - Eco. LawManag. 2024; ():1-16.

1



Science & Technology Development Journal – Economics - Law andManagement 2024, ():1-16

actions. To further foster this trust and confidence,32

biometric solid authentication measures such as ro-33

bust privacy and security protocols must therefore be34

enforced by e-commerce platforms.35

BACKGROUND RESEARCH36

Digital Payment37

Financial technology and e-commerce have revolu-38

tionized the global economy by enhancing customer39

experiences, simplifying transactions, and incorpo-40

rating online payment systems into the public sector.41

Particularly in Vietnam, FinTech and e-commerce42

have seen exponential growth, driven by a tech-savvy43

population and increasing internet exposure, causing44

digital payments to be a vital component of the coun-45

try’s economy. Digital payments have also become a46

crucial component of Vietnam’s expanding economic47

sector, driven by the rapid digitalization of financial48

services and evolving consumer habits or behaviors2.49

Platforms, particularly Shopee, hold the dominant50

market share with 63% of the GrossMerchandise Vol-51

ume (GMV) and have significantly contributed to the52

transition toward online payment platforms. Shopee53

excels in seamlessly integrating payments within its54

system, facilitating a more convenient shopping and55

payment experience for users. As consumer con-56

fidence in online transactions increases, these plat-57

forms can capitalize on promotions and user-friendly58

interfaces, further solidifying their dominance in the59

Vietnamese e-commerce landscape 3. The rise in on-60

line shopping customers, particularly amongst the61

younger population, has led to a greater acceptance of62

cashless transactions. Shopee’s dominance in sectors63

such as home, beauty, fashion, and lifestyle highlights64

the impact of online payments on consumer spend-65

ing, demonstrating these systems have integrated into66

Vietnam’s evolving retail market3.67

Biometric Authentication68

Biometric authentication in e-commerce transactions69

employs unique biological characteristics such as the70

eye’s iris4, hand geometry, fingerprints, face, and71

voice recognition to verify a consumer’s identity 5.72

This process involves capturing user’s above’ traits73

using a device’s webcam and extracting critical fea-74

tures through Principal Component Analysis (PCA),75

thereby identifying patterns within the image4. The76

extracted features would then be encrypted using the77

RSA algorithm and transmitted along with the user’s78

transaction details, to the bank system for verifica-79

tion/authentication. The encrypted biometrics data80

is compared with pre-stored information in the bank81

system’s database afterward to authenticate the user’s 82

identity, enhance security, and mitigate fraud during 83

transactions4. For users to proceed with the transac- 84

tion, their biometrics information must undergo the 85

verification process conducted by the bank system as- 86

sociated with the e-commerce platform, and this de- 87

pends on whether the authentication step succeeds or 88

fails4. The Figure 1 presented based on integrating 89

previous studies4,6. 90

Biometric authentication has rapidly become a criti- 91

cal factor in Vietnam’s e-commerce landscape. This 92

authentication method enhances security and builds 93

customer trust, which are vital to the continuance 94

usage intention (CUI) of online payment systems. 95

Approximately 78% of Vietnamese consumers are 96

recorded to prefer using biometric methods such as 97

fingerprint and facial recognition compared to tradi- 98

tional PINs and passwords, citing these as more se- 99

cure for identity verification during online transac- 100

tions7. The increase in e-commerce fraud and iden- 101

tity theft has prompted biometrics adoption in Viet- 102

nam, with over 38 million bank accounts and nearly 4 103

million e-wallets being linked to biometric authenti- 104

cation8. The widespread implementation of biomet- 105

rics has significantly reduced fraud, as evidenced by a 106

reported decrease in fraudulent bank accounts due to 107

the Vietnamese government’s regulation for manda- 108

tory biometrics usage in high-value transactions7. 109

Through e-commerce platforms such as Shopee dom- 110

inating the market, consumer trust (CT) has become 111

a critical factor for the CUI regarding online payment 112

methods. Biometric authentication plays a crucial 113

role in reinforcingCTby ensuring that the users’ iden- 114

tities are secure during transactions. This is partic- 115

ularly significant in a rapidly expanding digital pay- 116

mentmarket dominating the e-commerce sector, with 117

50 companies providing such services in Vietnam9. 118

Consumers have higher probabilities toward the CUI 119

of e-commerce platforms given that they possess con- 120

fidence in financial data’s security, with biometrics 121

serving as a reassurance through offering a distinctive 122

and secure authenticationmethod 10. Ultimately, bio- 123

metric authentication in Vietnam enhances security, 124

maintains customer trust (CT), and contributes to the 125

continued growth of Vietnam’s e-commerce and Fin- 126

Tech sectors8. 127

LITERATURE REVIEW 128

Theory of Trust 129

As proposed by Larue Tone Hosmer, the Theory 130

of Trust is significantly crucial to understanding 131

personal, organizational, and economic behaviors. 132
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Figure 1: Modified Biometric Authentication Architecture Model

Golembiewski and McConkie have asserted that no133

single variable has as profound an impact on inter-134

personal and group behavior as trust11. Trust can be135

defined as an optimistic expectation concerning oth-136

ers’ actions and behaviors. This factor is particularly137

relevant under contexts characterized by dependence138

and vulnerability. Trust arises from implicit moral139

obligations that require individuals to safeguard other140

users’ interests, serving as a critical advocate for co-141

operation in economic and social interactions11. Its142

significance in economic exchange is stated through143

Hirsch’s reemphasized that “trust was a ‘public good,144

necessary for the economic transactions’ success”11.145

Opportunistic actions within a single market may146

generate short-term benefits. Nonetheless, these in-147

cur long-term costs in the form of diminished trust148

that can hinder “future acquisitions of cost-reducing149

and/or quality-enhancing assets”. Trust is thus, the150

probability that one economic consumer makes deci-151

sions and undertakes actions that are beneficial or, at152

a minimum, not detrimental to another11.153

Moreover, Hill concluded that “reputation has an eco-154

nomic value”, highlighting its significant role in im-155

pacting others’ willingness to enter an exchange or156

transaction. This concept fundamentally arose from157

consistent trustworthy behavior, wherein trust in this158

circumstance is defined as the economically ratio-159

nal decision to commit to contractual obligations or160

promises 11. Failure to adhere to such actions would161

ultimately lead to a reputation loss, “thereby dimin-162

ishing future contracting opportunities”11. Cum-163

mings further asserted that a higher level of trust di-164

minishes the costs associated with monitoring per-165

formance and eliminates the necessity for control166

systems based on short-term financial outcomes11. 167

Nevertheless, such systems could, as referenced by 168

Hoskisson, have undesirable adverse impacts on re- 169

ducing innovation and collaboration11. It is signif- 170

icant to acknowledge that “trust did not replace the 171

market or the hierarchy”, rather this factor comple- 172

ments and enhances authority, price, and economic 173

transactions11. Therefore, a critical aspect of trust’s 174

definition is the expectation that the consequences 175

of breaking trust would far exceed the benefits of 176

maintaining it; otherwise, the decision to trust would 177

merely reflect simple economic rationality 11. 178

Consumer Trust 179

Consumer trust (CT) is conceptualized as an ex- 180

change of belief between online payment providers 181

and customers to satisfy consumers’ expectations12. 182

In a cashless environment where digital payments 183

have become increasingly prevalent, users’ inten- 184

tions to adopt these platforms are highly driven by 185

trust13–15. This fundamental aspect is ranked as 186

the third most significant barrier to e-commerce 187

success that drives consumer activities and engage- 188

ment16, thereby “generating commitment that leads 189

to strong, long-term” behavior17. A heightened tech- 190

nology fear due to a lack of CT may disrupt the rela- 191

tionship between CUI and actual usage regarding e- 192

commerce platforms17. It is recorded that those hav- 193

ing prior Internet usage experience oftentimes accu- 194

mulate greater exposure to e-commerce, in turn fos- 195

tering positive and favorable attitudes toward these 196

platforms16. CT, being both a social and personal 197

factor, is based on users’ anticipation regarding the 198
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deriving benefits in online payment usage, which can199

positively and directly impact continued usage inten-200

tion (CUI)17. CT is therefore essential for foster-201

ing and maintaining “a sustainable competitive ad-202

vantage, increased revenue, and consumer satisfac-203

tion alongside loyalty”, thereby being a significant pre-204

dictor regarding CUI in the e-commerce context 17.205

Perceived Risk206

Perceived Risk (PR), a multidimensional construct, is207

conceptualized as the probability negative outcomes208

might arise due to an economic event, thereby “im-209

pacting various entities such as individuals, busi-210

nesses, organizations, or governments”18. This factor211

has been a central focus in several empirical studies212

to deepen the understanding of consumer behaviors,213

particularly in themarketing field. Within the current214

digital payment context, PR plays a significant role in215

research concerning the acceptance of new technolo-216

gies or innovations acceptance alongside shaping con-217

sumer behavior and trust. Consumers frequently as-218

sociate digital payments with potential security vul-219

nerabilities, including risks related to fraud, privacy220

breaches, and transaction errors19. These risk per-221

ceptions can significantly hinder users from engaging222

in online payment platforms20, and as a result, trust223

emerges as a vital mitigating factor given the context.224

PR can therefore be considered a function of uncer-225

tainty regarding a given behavior’s potential outcomes226

and their associated negative consequences21. It rep-227

resents consumer uncertainty related to the loss or228

gain in a specific transaction.229

Moreover, “the temporal separation between con-230

sumers and e-retailers”, challenges in anticipating231

contingencies and ambiguities in cybersecurity laws232

have contributed to an inherent uncertainty sur-233

rounding online transactions22. Therefore, secure234

and user-friendly digital payment platforms can235

therefore significantly reduce PR through implement-236

ing strong encryption, transaction guarantees, and ef-237

fective security measures, fostering consumer confi-238

dence and trust in such context23,24. Empirical re-239

search has indicated that higher levels of CT corre-240

spond to lower PR, encouraging consumers to pur-241

sue and engage in online transactions frequently25.242

Within the digital payment context, PR plays a cru-243

cial role in influencing consumers’ decision-making,244

as users weigh the potential dangers against digital245

transactions’ convenience. In circumstances where246

PR is high, customers would shift away from adopt-247

ing and continuously using online payment platforms,248

despite their inherent benefits. Consequently, by ef- 249

fectively managing and minimizing PR through ro- 250

bust security measures, CT can be maintained and 251

ensures the successful implementation of digital pay- 252

ment systems in this era. 253

Prior studies have asserted that PR is examined 254

through multiple subdimensions18,26. This paper 255

therefore examines the impact of six risk facets, in- 256

cluding performance, financial, time, social, psycho- 257

logical, and security risks as mediators between CT 258

and biometric authentication CUI. It is crucial to rec- 259

ognize that not every PR component mentioned pre- 260

viously influences the relationship between CT and 261

biometric authentication CUI, as their impacts vary 262

depending on the goods or services involved in online 263

transactions. 264

Performance Risk 265

Performance Risk (PER) refers to the users’ per- 266

spectives regarding factors that can impact online 267

payment platforms’ productivity and effectiveness18. 268

PER encompasses scenarios such as system malfunc- 269

tions due to suboptimal internet speeds, server down- 270

times, and or maintenance periods alongside the fail- 271

ures in meeting consumers’ expectations regarding 272

digital payments’ functionality and usability18. More- 273

over, inconsistencies between advertisements by on- 274

line payment providers and actual consumers’ usage 275

experience further contribute to this risk18. Given 276

that users are bound to encounter malfunctioning or 277

flawed online payment methods, it is essential to mit- 278

igate PER. This thereby can enhance customers’ per- 279

ceptions and facilitate CUI regarding online payment 280

applications or systems18. 281

Financial Risk 282

Financial Risk (FR) is defined as the customers’ con- 283

cerns regarding potential monetary losses experi- 284

enced with online payment methods18. This risk may 285

arise in situations such as errors in online payment 286

transactions resulting in incorrect debits or finan- 287

cial losses not reimbursed by the payment provider. 288

Moreover, for unclear reasons, users may experience 289

a control loss over banking accounts. FR repre- 290

sents a significant type of PR as the potential con- 291

sequences regarding money losses alongside the in- 292

crease in banking malware attacks, can be severe18. 293

This is particularly relevant for online payment appli- 294

cations directly linked to bank accounts, thereby be- 295

ing significantly riskier than traditional cash transac- 296

tions. 297
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Time Risk298

Time Risk (TR) in online payment systems is a crucial299

factor impacting customer behavior and CUI, arising300

from concerns associated with time-related aspects,301

such as inconvenience or difficulties (Bland et al, 6).302

These concerns include the required time to profi-303

ciently use online payment applications and resolve304

issues such as transaction errors18 . TR, including the305

learning process of adapting to new systems, trans-306

action failure probabilities, and prolonged processing307

times can significantly lead to customer dissatisfac-308

tion, therefore “emphasizing the necessity for devel-309

opers to enhance system usability and efficiency” 18.310

Social Risk311

Social Risk (SR) in online payment platforms can312

greatly impact consumers’ perspectives, attitudes, be-313

havior, and CUI towards these applications18. These314

risks encompass the absence of support or approval315

from friends, family, and colleagues, and potential so-316

cial status loss due to transaction errors and failures18.317

Moreover, the reduced personal interactions inherent318

in online payment systems further exacerbate these319

risks Consumers perceive significant SR when digi-320

tal payment methods are not accepted within their321

social frameworks and networks, resulting in a sta-322

tus or identity loss Developers should thereby focus323

on improving the social acceptance and perceived so-324

cial benefits regarding their online payment systems325

to foster CUI and enhance customer satisfaction18.326

Psychological Risk327

Psychological Risk (PYR) in online payment systems328

involves a perceived trust absence alongside feelings329

of unfamiliarity, unreliability, and fear18. These con-330

cerns stem from customers’ uncertainty regarding331

mobile payment platform usage, reflecting their men-332

tal apprehension, reluctance, and technological un-333

readiness to adopt such systems18. To address334

these challenges along with enhancing consumer ac-335

ceptance and CUI, digital payment developers and fi-336

nancial institutions should invest in education initia-337

tives and user-friendly designs, prioritizing reliability338

and familiarity.339

Security Risk340

Security Risk (SER) is one of the most detrimen-341

tal subdimensions of PR, involving the potential for342

external breaches that could result in the theft of343

money and baking account details during financial344

transactions. In the online payment context, security345

threats emerge through unauthorized access to bank346

accounts, resulting in fraud or hacking incidents27. 347

Such risks can significantly impact the adoption of 348

digital payment methods and consumers’ CUI. SR 349

threatens users’ financial assets and depletes the trust 350

these individuals possess in digital payment systems, 351

leading to a reluctance to adopt online paymentmeth- 352

ods. It is therefore imperative to address SR through 353

strong encryption and cybersecurity measures, which 354

is crucial to upholding customer confidence and en- 355

suring the CUI regarding digital payment applica- 356

tions. 357

Research hypothesis 358

Consumer Trust and Continuance Usage In- 359

tention 360

The relationship between consumer trust (CT) and 361

CUI regarding online payment systems is essential 362

for comprehending the long-term adoption of these 363

payment methods. Trust is conceptualized as the be- 364

lief that an online payment method would provide its 365

users reliability and security, thereby directly impact- 366

ing a user’s intention to continue using the service 28. 367

Consumers who perceive online payment platforms 368

as secure are more inclined to overlook the associ- 369

ated risks, such as fraud or data breaches, thus fos- 370

tering a sense that encourages CUI. When trust is at a 371

high point, consumers exhibit confidence in the secu- 372

rity regarding transactions and their personal data, in- 373

creasing the probability of repeated engagement with 374

the payment platform28. Conversely, in the absence 375

of trust, users are prone to abandon online payment 376

services after initial usage, as perceived risks outweigh 377

perceived benefits. Consequently, it is essential to es- 378

tablish and sustain trust in online payment providers 379

to ensure long-term usage and foster consumer loy- 380

alty. Therefore, the first hypothesis is proposed: 381

H1: Consumer Trust (CT) positively influences Con- 382

tinuance Usage Intention (CUI). 383

Consumer Trust and Perceived Risk 384

Consumer trust (CT) and perceived risk (PR) 385

relationships are similarly significant in shaping 386

consumer behavior and decision-making processes 387

within an online payment environment. Given this 388

context, CT is defined as consumers’ perceptions that 389

digital payment platforms would manage economic 390

transactions by anticipated expectations, thereby CT 391

has been examined as a crucial factor in mitigating 392

PR28. These applications depend upon mobile 393

networks and systems that can be perceived as 394

vulnerable and thus, the risks associated with online 395

payments are much greater compared to traditional 396
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alternatives such as cash and coins. The Theory of397

Trust mentioned in the previous section highlights398

that users are more inclined to increase their trust399

in products and services when perceiving lower400

associated risks or a complete absence of risk11.401

The relationship between CT and PR is due to the402

inherently uncertain and doubt, driven by technolo-403

gies’ presence within digital payment contexts29. Kim404

et al characterized PR as the consumers’ uncertainty405

regarding their decisions’ outcomes, and therefore406

is identified as “an important barrier for consumers407

considering making an online purchase”29. It is ar-408

gued that a lack of trust has been identified as a409

primary reason consumers refrain from engaging in410

online payment and transactions29, thereby demon-411

strating CT and PR significance in impacting pur-412

chasing decisions. Empirical studies have consistently413

demonstrated a negative correlation between CT and414

PR, indicating that enhancing CT leads to lower PR.415

The research on cashless systems indicates that PR has416

a negative impact on consumers’ intentions to adopt417

and use digital payments30.418

Nonetheless, recent studies have provided contrast-419

ing unexpected evidence, indicating that “CT has a420

statistically significant and positive impact on PR”31.421

Goyal et al., Ling et al., KassimNMandRamayah have422

established certain risk dimensions that positively im-423

pact trust, thereby highlighting the positive correla-424

tion between CT and PR. Goyal et al have further ref-425

erenced the cognitive dissonance theory, positing that426

as individuals increase trust or “justify the legitimacy427

of an authority to cope with their dependence on it,428

they should be motivated to avoid information that429

could potentially rupture this trust”31. Nevertheless,430

given the various empirical studies and evidence re-431

garding the relationship between CT and PR, the hy-432

pothesis below is put forth:433

H2: Consumer Trust (CT) negatively influences Per-434

ceived Risk (PR).435

PerceivedRiskandContinuanceUsage Inten-436

tion437

PR within the context of technology-based services438

refers to “the potential for loss in the pursuit of a439

desired outcome from using the service”32. Previ-440

ous research has indicated that as consumers assess a441

technology-based platform, beliefs regarding the ser-442

vice and its potential usage are formulated, which443

may encompass risk-related perceptions. These sig-444

nificantly influence users’ assessment of usage risks445

associated with online payment applications, thereby446

impacting their intentions toward CUI 32. Adopting447

digital payment platforms inherently involves risks, 448

including unforeseen negative outcomes or financial 449

losses for. Such that, individuals exhibit greater risk 450

aversion than risk-seeking behavior, PR is an essen- 451

tial variable in anticipating and determining prospec- 452

tive behavior of online payment users32. Having that 453

said, numerous studies have indicated that PR directly 454

and negatively impacts CUI, highlighting the fact that 455

consumers’ willingness to adopt and use digital pay- 456

ment applications diminishes as their risk perception 457

increases. 458

Similar to the relationship with CT, an argument ex- 459

ists that PR positively impacts CUI.33 certain stud- 460

ies have reported that the relationship between PR 461

and CUI is either insignificant or even positively cor- 462

related31. Further results suggest that users neglect 463

potential risks due to their perception regarding the 464

possibility that such events would not occur, along- 465

side the “confidence in service providers and govern- 466

mental support”31. Consumers therefore are more 467

concerned regarding trust, and oftentimes disregard 468

risks, given that there is reliability towards online pay- 469

ment providers31. Nevertheless, in alignment with 470

common findings regarding the relationship between 471

PR and CUI, the hypothesis is proposed as below: 472

H3: Perceived Risk (PR) negatively influences Con- 473

tinuance Usage Intention (CUI). 474

Nonetheless, there is an ongoing argument regarding 475

PR’s role alongside its relationship with CT and CUI. 476

Compared to studies prior to the year 2020, recent re- 477

search has evoked that CT positively influences PR 478

and, in turn, has a favorable impact on CUI. There- 479

fore further investigation is essential to elucidate the 480

significance and importance of PR among Gen Z re- 481

siding inHoChiMinh City. Thus, another hypothesis 482

is suggested: 483

H4: The relationship between Consumer Trust (CT) 484

and Continuance Usage Intention (CUI) is mediated 485

by perceived risk (PR). 486

Consistent with the previously presented arguments 487

and explanations, the conceptual framework is pro- 488

vided in the Figure 2. 489

METHODOLOGY 490

Respondent 491

The target respondents for this study are Gen Z in- 492

dividuals born between 1997 and 2006, residing or 493

studying in Ho Chi Minh City, and currently us- 494

ing digital payment methods alongside authenticat- 495

ing transactions via biometrics. These targeted par- 496

ticipants must have a monthly income higher than 5 497

million VNĐ. With biometric authentication being 498

6
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Figure 2: Proposed Research Model

mandatory in Vietnam’s current context for transac-499

tions exceeding 10 million VNĐ, individuals with a500

monthly income above this threshold have a higher501

probability of possessing greater opportunities for502

savings or adequate account balances to facilitate503

payments that necessitate biometric verification. To504

diversify the survey’s population, respondents’ ma-505

jors are classified into distinct categories, includ-506

ing sciences, technology, social sciences and human-507

ities, economics and business administration, law,508

medicine, and pharmacy, among others.509

Instrument Development510

The questionnaire content has been translated into511

Vietnamese to accommodate the targeted partici-512

pants, with them being native speakers of this lan-513

guage. Before the survey’s formal distribution, a pi-514

lot test was conducted with 50 individuals to ensure515

respondents comprehended the questionnaire sub-516

stance smoothly and effectively. Afterward, Google517

Forms is employed as a web-based platform for ques-518

tionnaire distribution and data collection platform.519

The Likert scale, ranging from “strongly disagree” to520

“strongly agree” is employed to measure the question521

items based on the theoretical framework34. The sur-522

vey will be prolonged within a month starting in late523

July 2024.524

Measurement Scales525

This study adopted the scale derived from prior re-526

search to evaluate the constructs and their respective527

components. As mentioned previously, PR is a mul-528

tidimensional concept evaluated through six compo-529

nents, including PER, FR, TR, SR, PYR, and SER.530

Since this study primarily focuses on digital payment, 531

the adopted measuring scale must align with the re- 532

search objective. Our study incorporates updated 533

measurement scales specific to digital-oriented sys- 534

tems alongside the original measurement scale,. Re- 535

ferring to PR’s measurement scale, Featherman and 536

Pavlou in the initial successfully developed subcon- 537

structs to assess PR, that is measuring PER, FR, TR, 538

and PYR. Rooted in this origin, several academicians 539

have expanded and refined the measurement scale for 540

PR over the past two decades, resulting in six major 541

components, referred to as PER, FR, TR, SR, PYR, 542

and SER. Consequently, including revised measure- 543

ment scales is essential for this research. CT and CUI 544

are considered as unidimensional variables, each with 545

specific items for measurement. Table 1 presents fac- 546

tors and sources adopted for this paper’smeasurement 547

scale. 548

RESULTS ANDDISCUSSION 549

This paper employs Smart PLS 3.2.9 for conducting 550

Partial Least Squares Structural Equation Modeling 551

(PLS-SEM)35. The evaluation process requires first 552

executing the measurement model and afterward, the 553

structural model. The former model assesses each 554

construct’s reliability and validity whilst the latter is 555

responsible for hypothesis testing. 556

The demographic results are provided in Table 2. 557

Upon completing the survey, a total of 313 valid ques- 558

tionnaires (n = 313) have been gathered for data anal- 559

ysis. The gender distribution demonstrates that 50.8% 560

of respondents are female, whilst 49.2% aremale; with 561

participants primarily pursuing Economics, Business, 562

and Management, accounting for 38.34%. Their 563
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Table 1: Constructs’ Sources

Construct Source

Performance Risk (PER) Featherman and Pavlou (2003); Roy et al. (2017); Chen (2013)

Financial Risk (FR) Featherman and Pavlou (2003); AlSomali et al. (2009); Chen (2013)

Time Risk (TR) Featherman and Pavlou (2003); AlSomali et al. (2009)

Social Risk (SR) Venkatesh et al. (2012); Putri (2018); Featherman and Pavlou
(2003); AlSomali et al. (2009)

Psychological Risk (PYR) Featherman and Pavlou (2003); Martins et al. (2014); Chen (2013)

Security Risk (SER) Aldas-Manzano et al. (2009); AlSomali et al. (2009)

Consumer Trust (CT) Gefen (2000); Zmijewska (2004); Putri (2018)

Continuance Usage Intention (CUI) Venkatesh et al. (2012); Thong & Xu (2012)

Table 2: Respondents Demographics

Characteristics Items Number Percentage (%)

Gender Female 159 50.8

Male 154 49.2

Major Economics, Business, and Management 120 38.34

Engineering and Technology 84 26.84

Law 17 5.43

Medical Health and Pharmacy 27 8.63

Natural Science 10 3.19

Social Sciences and Humanities 10 3.19

Other 45 14.38

Monthly Income > 5-10 million 255 81.47

> 10-18 million 38 12.14

> 18-32 million 7 2.24

> 32 million 13 4.15

monthly income ranges from5 to 10millionVNĐand564

those earning more than 18 million VNĐ per month565

only comprise less than 10%. Nonetheless, this distri-566

bution is rational as the surveyed respondents areGen567

Z and are currently pursuing their bachelor’s degree568

studies, limiting opportunities for acquiring a well-569

paid part-time position.570

Measurement Model571

Perceived risk assessment as a second-order572

construct573

Given that PR is a second-order construct, this pa-574

per employs a two-stage approach to analyze the pro-575

posed model. In the first stage, an analysis regard-576

ing the six components of the construct is conducted577

to determine its index. The relationship among CT, 578

PR, and CUI is subsequently examined collectively. 579

An appropriate assessment should be employed since 580

PER, FR, TR, SR, PYR, and SER are reflective mea- 581

surement scales. Therefore, it is essential to evaluate 582

these subconstructs’ reliability and validity. 583

To begin with, reliability is evaluated at both the in- 584

dicator and construct levels. For indicator reliability, 585

the outer loadings value must be above 0.7 36, where 586

the constructs’ reliability is reflected through Cron- 587

bach’s Alpha and Composite Reliability (CR). DeVel- 588

lis andThorpe has stated that a construct is considered 589

reliable when its Cronbach’s Alpha is no less than 0.7. 590

Furthermore, Chin designates a threshold of 0.6 for 591

CR in exploratory research, whilst this requirement 592

is higher, at least 0.7 regarding explanatory research. 593
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Due to adopting prior measurement scales with few594

modifications to be suitable for the research context,595

this paper is recognized as explanatory research with596

CR value starting at 0.7. Table 3 and Table 4 present597

results from the reliability assessment, encompassing598

outer loadings, Cronbach’s Alpha, and CR. Notably,599

PFR1, SR2, and SR3 do notmeet reliable criteria, lead-600

ing to the fact that these items being discarded; how-601

ever, FR with a Cronbach’s Alpha of 0.69 remains ac-602

ceptable as it is extremely close to the threshold of 0.7.603

Furthermore, convergent validity and discriminant604

validity are examined for the validity assessment. The605

Average variance extracted (AVE) quantifies the vari-606

ance captured by a construct about measurement er-607

ror and must be above 0.5 to ensure that the latent608

construct accounts for more than half of the variance609

in its indicators37. The Heterotrait-Monotrait ratio of610

correlations (HTMT) between pairs of factors should611

remain below 0.9038 and the HTMT results derived612

from the bootstrapping test must not exceed 1.00. Ta-613

bles 5, 6 and 7 present the outcomes for AVE and614

HTMT, with values that satisfy the established assess-615

ment criteria.616

Table 5: AVE

Average Variance Extracted (AVE)

PER 0.62

FR 0.62

TR 0.65

SR 1.00

PYR 0.67

SER 0.61

Consumer trust, perceived risk & continu-617

ance usage intention assessment as a first-618

order construct619

Following the initial stage that established indices for620

PR’s six components, the second stage focuses on eval-621

uating the measurement model among 3 constructs:622

CT, PR, and CUI. PR and CT are considered forma-623

tive models, whereas CUI is a reflective model; there-624

fore, appropriate suitable evaluation criteria should be625

rigorously implemented.626

Indicator collinearity and indicator reliability are two627

essential criteria that a formative model has to sur-628

pass. The outer Variance Inflation Factor (VIF) when629

less than 3.0 provides sufficient evidence to con-630

clude that collinearity is not present among the con-631

structs 39,40. Subsequently, bootstrapping is neces-632

sary to analyze the outer weights, where items with633

a p-value lower than 0.05 are considered statistically 634

significant41. Smart PLS Report indicates that every 635

outer VIF’s values exceed the threshold, with results 636

in Table 8. Nonetheless, the p-value for the direction 637

from FR, PYR, and SR to PR is significantly greater 638

than 0.5, thus these three components must be elimi- 639

nated. 640

Table 8: Outer VIF

VIF

CT3 1.69

CT4 1.77

CT5 1.78

PER 1.64

SER 1.41

TR 1.50

Conversely, in Table 9, the p-value reflecting PER in- 641

fluences on PR does not meet the criteria, with its 642

p-value being 0.06, and in such circumstances, the 643

outer loadings should be further taken into account. 644

Table 10 demonstrates PER’s outer loading value to 645

be 0.82, which exceeds 0.5, and therefore, PER re- 646

mains significant41. Based on the results for indicator 647

collinearity and indicator reliability, the two forma- 648

tivemodels, CT and PR are considered reliable and no 649

collinearity exists among the remaining indicators. 650

Being a reflective model, the CUI assessment is con- 651

ducted similarly to the first stage mentioned previ- 652

ously. Tables 11 and 12 indicate that every item in 653

CUI’s construct satisfies reliability and validity re- 654

quirements. 655

Structural Model 656

Alongside the measurement model, it is crucial to 657

evaluate the structural model, with inner VIF is used 658

for identifying the collinearity’s existence. Subse- 659

quently, the statistical significance and relevance of 660

the path coefficients are assessed through bootstrap- 661

ping for hypothesis testing purposes. The power for 662

independent variables in explaining dependent vari- 663

ables is quantified R-squared values. Furthermore, 664

the effect size is examined through the f-square out- 665

comeswith the aim of clarifying the importance of the 666

independent variable over the dependent variables. 667

The Inner VIF when less than 3.0 indicates the ab- 668

sence of collinearity 39,40. Table 13 demonstrates that 669

the Inner VIF values are lower than 3.0, confirming 670

that collinearity does not exist between independent 671

9
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Table 3: Outer Loadings

PER FR TR SR PYR SER

PER2 0.75

PER3 0.84

PER4 0.77

FR1 0.81

FR2 0.78

FR3 0.77

TR1 0.78

TR2 0.80

TR3 0.82

TR4 0.82

SR1 1.00

PYR1 0.87

PYR2 0.77

PYR3 0.87

PYR4 0.77

SER1 0.80

SER2 0.83

SER3 0.78

SER4 0.72

Table 4: Outer Loadings

Cronbach’s Alpha Composite Reliability (CR)

PER 0.70 0.83

FR 0.69 0.83

TR 0.82 0.88

SR 1.00 1.00

PYR 0.84 0.89

SER 0.79 0.86

Table 6: Heterotrait-Monotrait Ratio (HTMT)

FR PER PYR SER SR TR

FR

PER 0.63

PYR 0.62 0.59

SER 0.78 0.68 0.52

SR 0.54 0.55 0.59 0.45

TR 0.61 0.72 0.67 0.53 0.61
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Table 7: HTMT Bootstrapping

Original Sample (O) Sample Mean (M) 2.5% 97.5%

TR→ FR 0.61 0.61 0.47 0.75

TR→ PER 0.72 0.72 0.60 0.82

TR→ PYR 0.67 0.67 0.55 0.78

TR→ SER 0.53 0.53 0.40 0.66

TR→ SR 0.61 0.60 0.50 0.70

SR→ FR 0.54 0.54 0.41 0.65

SR→ PER 0.55 0.55 0.43 0.66

SR→ PYR 0.59 0.59 0.49 0.69

SR→ SER 0.45 0.45 0.33 0.57

PYR→ FR 0.62 0.62 0.49 0.76

PYR→ PER 0.59 0.59 0.46 0.71

SER→ FR 0.78 0.78 0.64 0.90

SER→ PER 0.68 0.68 0.55 0.80

SER→ PYR 0.52 0.52 0.38 0.65

Table 9: Outer Weights

Original Sam-
ple (O)

Sample Mean
(M)

Standard Devi-
ation (STDEV)

T Statistics
(|O/STDEV|)

P Values

CT3→ CT 0.49 0.49 0.08 6.41 0.00

CT4→ CT 0.31 0.31 0.09 3.40 0.00

CT5→ CT 0.37 0.37 0.08 4.44 0.00

PER→ PR 0.36 0.36 0.19 1.87 0.06

SER→ PR 0.34 0.33 0.17 2.02 0.00

TR→ PR 0.52 0.51 0.17 3.13 0.00

Table 10: Outer Loadings

CT CUI

CT3 0.88

CT4 0.81

CT5 0.84

PER 0.82

SER 0.75

TR 0.86
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Table 11: Outer Loadings

CUI

CUI1 0.84

CUI2 0.86

CUI3 0.85

CUI4 0.81

Table 12: Cronbach’s Alpha, CR, and AVE

Cronbach’s Alpha Composite Reliability (CR) Average Variance Extracted (AVE)

CUI 0.86 0.91 0.71

Table 13: Inner VIF

CT CUI PR

CT 1.16 1.00

CUI

PR 1.16

variables (CT and PR) and dependent variables (PR672

and CUI).673

Based on the path coefficients in Table 14, both CT674

and PR significantly influenceCUI, as evidenced by p-675

values below 0.05 36. Notably, CT generates a higher676

influence on CUI than PR, with both variables result-677

ing in a positive direction towards CUI.The PR’s indi-678

rect specific effects as a mediator require further eval-679

uation.680

Table 15 provides evidence to conclude that PR me-681

diates the relationship between CT and CUI, with a682

p-value of 0.01 and an original sample value of 0.05,683

indicating that PR delivers an indirect effect from CT684

to CUI. Regarding explanatory power, CT and PR can685

explain 50% of CUI, whilst their explanatory capacity686

in the relationship between CT and PR is weaker (R2
687

= 0.14) — results are included in Table 16. According688

to Cohen’s criteria, CT has a more significant impact689

on CUI, as its f-square approach is 0.73. Conversely,690

the impact sizes of CT onPR and PRonCUI are negli-691

gible, as their f-square values are below 0.2 (Table 17).692

Implicitly, CT maintains a significant position in de-693

termining CUI, exerting the strongest impact. Con-694

sequently, any changes related to CUI in biometric695

authentication for digital payments should be consid-696

ered from CT’s aspect. Remarkably, despite the weak697

influence compared with CT, PR with its components698

—PER, TR, and SER positively contribute to enhanc-699

ing CUI. As demonstrated in Figure 3 and Table 18,700

H1 and H4 are supported whereas the results for H2701

and H3 are reversely supported. To be more spe-702

cific, CT positively impacts CUI (β = 0.65, t = 15.78,703

p-value < 0.05), where this relationship is mediated 704

by PR (β . =0.05, t = 2.44, p-value < 0.05). In con- 705

trast, both CT (β = 0.37, t = 7.01, p-value < 0.05) and 706

PR (β = 0.13, t = 2.73, p-value < 0.05) indicate posi- 707

tive impacts on PR and CUI respectively, contrary to 708

the negative direction proposed the hypotheses. Sur- 709

prisingly, CT increases PR, indicating that higher CT 710

leads to higher demand for PR among users. This pos- 711

itive impact is inconsistent with the majority findings 712

in previous research29,30. Nevertheless, our study 713

stands out as one of the limited investigations pro- 714

viding additional evidence supporting the correlation 715

between higher trust and increased risk perception31. 716

It can be implied that there is an emerging tendency 717

to view it as a notable signal that distinguishes Gen 718

Z from other generations. Accordingly, risk disclo- 719

sure is preferable among Gen Z’s users, as they believe 720

that an increase in trust toward technology is accom- 721

panied by a desire for awareness or information re- 722

garding risks, rather than solely focusing on perceived 723

advantages. 724

IMPLICATION AND CONCLUSION 725

Based on the analysis of the previous sections, this 726

part provides further discussion of managerial impli- 727

cations and subsequently provides a conclusion sum- 728

marizing the study. The data highlights that three out 729

of six major components in PR’s construct, particu- 730

larly PER, TR, and SER are significant aspects in de- 731

termining the continuance usage intention (CUI) of 732

biometric authentication in digital payments. This 733
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Table 14: Path Coefficients

Original Sample
(O)

Sample Mean
(M)

Standard Devi-
ation (STDEV)

T Statistics
(|O/STDEV|)

P Values

CT→ CUI 0.65 0.65 0.04 15.78 0.00

CT→ PR 0.37 0.38 0.05 7.01 0.00

PR→ CUI 0.13 0.13 0.05 2.73 0.01

Table 15: Specific Indirect Effects

Original
Sample (O)

Sample Mean
(M)

Standard Devi-
ation (STDEV)

T Statistics
(|O/STDEV|)

P Values

CT→ PR→ CUI 0.05 0.05 0.02 2.44 0.01

Table 16: R-square

R2 R2 Adjusted

CT 0.50 0.50

CUI 0.14 0.14

Table 17: f-square

CT CUI PR

CT 0.73 0.16

CUI

PR 0.03

Figure 3: Bootstrap Result
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Table 18: Hypothesis Testing

Beta (β ) Standard Devia-
tion

T-
statistics

P-Values Remarks

H1 CT→ CUI 0.65 0.04 15.78 0.00* Supported

H2 CT→ PR 0.37 0.05 7.01 0.00* Reversely Supported

H3 PR→ CUI 0.13 0.05 2.73 0.01* Reversely Supported

H4 CT → PR →
CUI

0.05 0.02 2.44 0.01* Supported

* Note: Level of significance .05

suggests that Gen Z prioritizes biometrics perfor-734

mance, security level, and high speed in conduct-735

ing payments. The majority of respondents are re-736

ported to have a monthly income of less than 10 mil-737

lionVNĐ, theymight not frequently be engagingwith738

high-value transactions, therefore explaining the rea-739

sons that FR and PYR are not major concerns for740

this demographic. Surprisingly, SR did not emerge741

as a significant item, given Gen Z’s active engagement742

in social communications, prompting for further re-743

search. Therefore, service providers, technicians, and744

managers should enhance systemperformance to pre-745

vent disconnections, lagging, or less sensitive circum-746

stances.747

Furthermore, the verification process should be en-748

hanced and optimized to save time, as respondents749

continue to perceive it as confusing and complex.750

Besides implementing Law No. 26/2023/QH15 on751

Vietnamese biometric confidentiality, policymakers752

should develop AI platforms to detect fraud early753

and emphasize security laws related to biometric pay-754

ments. Consistent with previous research42,43, CT is a755

key determinant of CUI in digital payment. Thus, im-756

proving CUI should start by enhancing CT through757

effective marketing campaigns and policies designed758

by managers and marketing experts together with ap-759

propriate policies that emphasize the trustworthiness760

of businesses.761

Notably, this paper’s findings reflect a new tendency762

in user perception, such that CT positively impacts763

PR and subsequently enhances CUI.This implies that764

as a new technology emerges, a higher level of trust765

correlates with an increased demand for understand-766

ing perceived risks. Customers are more likely to767

trust technologies, particularly biometric authenti-768

cation when they are aware of the associated risks.769

Consequently, risk disclosure is highly recommended770

to provide users with information related to poten-771

tial risks. Through this, customers can become in-772

formed regarding the risks they may encounter and773

learn strategies to mitigate or address unexpected is- 774

sues. 775

In conclusion, whilst biometric authentication usage 776

for digital payments is increasingly adopted among 777

Gen Z, its continuance usage intention (CUI) re- 778

mains uncertain. To mitigate the possibility of al- 779

ternatives, consolidating consumer trust (CT) is a 780

crucial responsibility for stakeholders. Furthermore, 781

businesses providing biometric authentication should 782

clearly clarify the potential benefits and drawbacks 783

regarding this authentication method, ensuring that 784

users are informed rather than being vulnerable to 785

fraud. In this context, enhancing risk literacy is vital, 786

as it can stimulate continuance usage intention (CUI). 787

Notably, given that Gen Z Gen Z primarily considers 788

performance, time, and security as the three risks as- 789

sociated with biometric usage, suggesting that there is 790

a growing demand for improving these elements. 791

LIMITATION AND FURTHER 792

RESEARCH 793

This study focuses exclusively on Gen Z individuals 794

residing or studying in Ho Chi Minh City. Thus fu- 795

ture research could expand the scope by incorporat- 796

ing a larger and more diverse sample. Moreover, the 797

research does not completely explain why Gen Z does 798

not prioritize social risk (SR), despite strong engage- 799

ment with social communication in their daily lives. 800

This gap in understanding prompts further investiga- 801

tion to explore the factors influencing these individu- 802

als’ perceptions of social risk about biometric authen- 803

tication. In addition, given this paper explores the 804

relationship between three key variables, consumer 805

trust (CT), perceived risk (PR), and continuance us- 806

age intention (CUI), future studies could expand by 807

examining additional factors, such as perceived ben- 808

efits and customer loyalty, providing a more compre- 809

hensive understanding of biometric authentication in 810

online payments. 811
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ABBREVIATIONS812

GMV: Gross Merchandise Volume813

PCA: Principal Component Analysis814

CUI: Continuance Usage Intention815

CT: Customer Trust816

PR: Perceived Risk817

PER: Performance Risk818

FR: Financial Risk819

TR: Time Risk820

SR: Social Risk821

PYR: Psychological Risk822

SER: Security Risk823
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